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Fixinator Scan Results
Report generated on Wednesday, February 18, 2026 at 12:54:15 AM Eastern Standard Time, found 39 
possible issues.

Issues by Type

# Issue Type Severity

1 SQL Injection HIGH

1 Reverse Tabnabbing MED

3 Cross Site Scripting MED

15 Sub Resource Integrity LOW

4 Unscoped Variable LOW

15 Crossorigin LOW

Issues by Severity

Count Severity

1 HIGH

4 MED

34 LOW

SQL Injection [sqlinjection]

Variables within a SQL statement must be passed as parameters to the database engine, for example by 
using cfqueryparam

/post.cfm:177

 Severity: HIGH Confidence: LOW

SQL Injection finding on line 177 of post.cfm

SELECT * FROM qComments WHERE parent_id = #parentID#

Suggested Fixes

Replace:  with: #parentID# <cfqueryparam value="#parentID#">

Replace:  with: #parentID# <cfqueryparam value="#parentID#" cfsqltype="cf_sql_integer">

Replace:  with: #parentID# <cfqueryparam value="#parentID#" cfsqltype="cf_sql_bigint">

Replace:  with: #parentID# <cfqueryparam value="#parentID#" cfsqltype="cf_sql_varchar">
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Replace:  with: #parentID# <cfqueryparam value="#parentID#" cfsqltype="cf_sql_timestamp">

Replace:  with: #parentID# #int(val(parentID))#"

Reverse Tabnabbing [reverse-tabnabbing]

External Links with target=_blank must specify rel=noopener to prevent the external site from accessing 
window.opener. Additionally window.open should be avoided to open external links.

/admin/post-list.cfm:135

 Severity: MEDIUM Confidence: MEDIUM

Reverse Tabnabbing finding on line 135 of post-list.cfm

<a href="#application.basePath#/post.cfm?slug=#qPosts.slug#"

Suggested Fixes

Replace: <a href="#application.basePath#/post.cfm?slug=#qPosts.slug#" class="btn btn-sm btn-outline-secondary" 

 with: title="View" target="_blank" <a href="#application.basePath#/post.cfm?slug=#qPosts.slug#" class="btn btn-sm 

btn-outline-secondary" title="View" target="_blank" rel="noopener"

Replace: <a href="#application.basePath#/post.cfm?slug=#qPosts.slug#" class="btn btn-sm btn-outline-secondary" 

 with: title="View" target="_blank" <a href="#application.basePath#/post.cfm?slug=#qPosts.slug#" class="btn btn-sm 

btn-outline-secondary" title="View" target="_blank" rel="noreferrer"

Cross Site Scripting [xss]

When outputting variables ensure that they are encoded to prevent client side script execution

/includes/footer.cfm:33

 Severity: MEDIUM Confidence: LOW

Cross Site Scripting finding on line 33 of footer.cfm

<cfif isDefined("additionalJS")>#additionalJS#</cfif>

Suggested Fixes

Replace:  with: #additionalJS# #encodeForHTML(additionalJS)#

Replace:  with: #additionalJS# #encodeForHTMLAttribute(additionalJS)#

Replace:  with: #additionalJS# #encodeForURL(additionalJS)#

/includes/header.cfm:7

 Severity: MEDIUM Confidence: LOW

Cross Site Scripting finding on line 7 of header.cfm

<title><cfif isDefined("pageTitle")>#pageTitle# &mdash; </cfif>#application.blogTitle#</title>

Suggested Fixes

Replace:  with: #pageTitle# #encodeForHTML(pageTitle)#

Replace:  with: #pageTitle# #encodeForHTMLAttribute(pageTitle)#

Replace:  with: #pageTitle# #encodeForURL(pageTitle)#
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/includes/header.cfm:24

 Severity: MEDIUM Confidence: LOW

Cross Site Scripting finding on line 24 of header.cfm

<cfif isDefined("additionalCSS")>#additionalCSS#</cfif>

Suggested Fixes

Replace:  with: #additionalCSS# #encodeForHTML(additionalCSS)#

Replace:  with: #additionalCSS# #encodeForHTMLAttribute(additionalCSS)#

Replace:  with: #additionalCSS# #encodeForURL(additionalCSS)#

Sub Resource Integrity [subresource-integrity]

External scripts or stylesheets should be loaded with an integrity attribute.

/admin/Application.cfc:70

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 70 of Application.cfc

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">

/admin/comments.cfm:26

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 26 of comments.cfm

<link href="https://cdn.datatables.net/1.13.8/css/dataTables.bootstrap5.min.css" rel="stylesheet">

/admin/comments.cfm:151

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 151 of comments.cfm

<script src="https://cdn.datatables.net/1.13.8/js/jquery.dataTables.min.js"></script>

/admin/comments.cfm:152

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 152 of comments.cfm

<script src="https://cdn.datatables.net/1.13.8/js/dataTables.bootstrap5.min.js"></script>

/admin/post-editor.cfm:285

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 285 of post-editor.cfm



<script src="https://cdn.tiny.cloud/1/' & application.tinyMCEKey & '/tinymce/7/tinymce.min.js" referrerpolicy="origin"></script>

/admin/post-list.cfm:17

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 17 of post-list.cfm

<link href="https://cdn.datatables.net/1.13.8/css/dataTables.bootstrap5.min.css" rel="stylesheet">

/admin/post-list.cfm:156

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 156 of post-list.cfm

<script src="https://cdn.datatables.net/1.13.8/js/jquery.dataTables.min.js"></script>

/admin/post-list.cfm:157

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 157 of post-list.cfm

<script src="https://cdn.datatables.net/1.13.8/js/dataTables.bootstrap5.min.js"></script>

/Application.cfc:65

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 65 of Application.cfc

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">

/includes/footer.cfm:27

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 27 of footer.cfm

<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/js/bootstrap.bundle.min.js"></script>

/includes/footer.cfm:30

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 30 of footer.cfm

<script src="https://code.jquery.com/jquery-3.7.1.min.js"></script>

/includes/header.cfm:13

 Severity: LOW Confidence: MEDIUM
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Sub Resource Integrity finding on line 13 of header.cfm

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css"

/includes/header.cfm:17

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 17 of header.cfm

<link href="https://cdnjs.cloudflare.com/ajax/libs/font-awesome/6.5.1/css/all.min.css"

/mnt/user-data/outputs/blog/admin/Application.cfc:64

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 64 of Application.cfc

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">

/post-editor.cfm:259

 Severity: LOW Confidence: MEDIUM

Sub Resource Integrity finding on line 259 of post-editor.cfm

<script src="https://cdn.tiny.cloud/1/' & application.tinyMCEKey & '/tinymce/7/tinymce.min.js" referrerpolicy="origin"></script>

Unscoped Variable [unscoped-variable]

After Adobe ColdFusion 2021 update 13, and ColdFusion 2023 Update 7 unscoped variables that 
searchImplicitScopes are disabled and unsafe according to Adobe APSB24-14.

/includes/footer.cfm:33

 Severity: LOW Confidence: LOW

Unscoped Variable finding on line 33 of footer.cfm

<cfif isDefined("additionalJS")>#additionalJS#</cfif>

Suggested Fixes

Replace:  with: additionalJS form.additionalJS

Replace:  with: additionalJS url.additionalJS

Replace:  with: additionalJS cgi.additionalJS

Replace:  with: additionalJS cookie.additionalJS

Replace:  with: additionalJS variables.additionalJS

Replace:  with: additionalJS local.additionalJS

Replace:  with: additionalJS arguments.additionalJS

/includes/header.cfm:7

 Severity: LOW Confidence: LOW

Unscoped Variable finding on line 7 of header.cfm
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<title><cfif isDefined("pageTitle")>#pageTitle# &mdash; </cfif>#application.blogTitle#</title>

Suggested Fixes

Replace:  with: pageTitle form.pageTitle

Replace:  with: pageTitle url.pageTitle

Replace:  with: pageTitle cgi.pageTitle

Replace:  with: pageTitle cookie.pageTitle

Replace:  with: pageTitle variables.pageTitle

Replace:  with: pageTitle local.pageTitle

Replace:  with: pageTitle arguments.pageTitle

/includes/header.cfm:9

 Severity: LOW Confidence: LOW

Unscoped Variable finding on line 9 of header.cfm

<meta name="description" content="#htmlEditFormat(metaDescription)#">

/includes/header.cfm:24

 Severity: LOW Confidence: LOW

Unscoped Variable finding on line 24 of header.cfm

<cfif isDefined("additionalCSS")>#additionalCSS#</cfif>

Suggested Fixes

Replace:  with: additionalCSS form.additionalCSS

Replace:  with: additionalCSS url.additionalCSS

Replace:  with: additionalCSS cgi.additionalCSS

Replace:  with: additionalCSS cookie.additionalCSS

Replace:  with: additionalCSS variables.additionalCSS

Replace:  with: additionalCSS local.additionalCSS

Replace:  with: additionalCSS arguments.additionalCSS

Crossorigin [crossorigin]

Scripts and stylesheets loaded externally should set the crossorigin attribute. Ideally the crossorigin attribute 
should be set to anonymous to prevent credential leaks. If credentials must be sent, then it should be set to 
use-credentials.

/admin/Application.cfc:70

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 70 of Application.cfc

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">

/admin/comments.cfm:26

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 26 of comments.cfm



<link href="https://cdn.datatables.net/1.13.8/css/dataTables.bootstrap5.min.css" rel="stylesheet">

/admin/comments.cfm:151

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 151 of comments.cfm

<script src="https://cdn.datatables.net/1.13.8/js/jquery.dataTables.min.js"></script>

/admin/comments.cfm:152

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 152 of comments.cfm

<script src="https://cdn.datatables.net/1.13.8/js/dataTables.bootstrap5.min.js"></script>

/admin/post-editor.cfm:285

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 285 of post-editor.cfm

<script src="https://cdn.tiny.cloud/1/' & application.tinyMCEKey & '/tinymce/7/tinymce.min.js" referrerpolicy="origin"></script>

/admin/post-list.cfm:17

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 17 of post-list.cfm

<link href="https://cdn.datatables.net/1.13.8/css/dataTables.bootstrap5.min.css" rel="stylesheet">

/admin/post-list.cfm:156

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 156 of post-list.cfm

<script src="https://cdn.datatables.net/1.13.8/js/jquery.dataTables.min.js"></script>

/admin/post-list.cfm:157

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 157 of post-list.cfm

<script src="https://cdn.datatables.net/1.13.8/js/dataTables.bootstrap5.min.js"></script>

/Application.cfc:65

 Severity: LOW Confidence: MEDIUM



Crossorigin finding on line 65 of Application.cfc

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">

/includes/footer.cfm:27

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 27 of footer.cfm

<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/js/bootstrap.bundle.min.js"></script>

/includes/footer.cfm:30

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 30 of footer.cfm

<script src="https://code.jquery.com/jquery-3.7.1.min.js"></script>

/includes/header.cfm:13

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 13 of header.cfm

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css"

/includes/header.cfm:17

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 17 of header.cfm

<link href="https://cdnjs.cloudflare.com/ajax/libs/font-awesome/6.5.1/css/all.min.css"

/mnt/user-data/outputs/blog/admin/Application.cfc:64

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 64 of Application.cfc

<link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">

/post-editor.cfm:259

 Severity: LOW Confidence: MEDIUM

Crossorigin finding on line 259 of post-editor.cfm

<script src="https://cdn.tiny.cloud/1/' & application.tinyMCEKey & '/tinymce/7/tinymce.min.js" referrerpolicy="origin"></script>

Configuration Summary



Minimum Severity: low

Minimum Confidence: low

Ignored Extensions: xls, xlsx, pdf, msg, 
mdb

Ignored Paths: None

Ignored Scanners: None

Scan Path: E:\Web_Sites\SandR\Blog\


